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Abstract

LLM-Powered Apps (LPAs) are increasingly being deployed
on shared cloud servers where multiple users interact at the
same time. This creates data leak risks where one user’s pri-
vate data can flow into another user’s session through shared
caches, misconfigured access control policies, or concurrency
bugs in multi-threaded and event-driven code. Existing taint
analysis tools do not handle these risks well because they
need manual source-sink marking, only track control and
dataflow, and do not account for access control policies, com-
plex app structures, or runtime environments.

In this paper, we propose Access Flow Guard (AFG), a
framework that automatically identifies taint sources based
on user identity and permission level to detect cross-user
data leaks in LPAs. Instead of manually marking sources
and sinks as existing taint approaches require, AFG intro-
duces a Multi-User, Multi-Permission (MUMP) setup. MUMP
automatically identifies user input entry points by match-
ing function signatures against patterns derived from our
dataset of popular open-source LPAs. Each identified input
is tagged with the user’s identity and permission level. AFG
then applies Scoped Taint Pointer Analysis (STPA), build-
ing on existing pointer-based taint analysis techniques, to
propagate user-tagged objects through a Pointer Assignment
Graph. STPA detects where different users’ data scopes over-
lap. We discuss key research challenges, including treating
LLM components as black boxes and refining static results
through dynamic testing. This approach aims to serve as
a basis for systematic security testing of LLM-integrated
software in shared multi-user environments.
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1 Introduction

Taint analysis, which tracks the flow of user input through a
system to find where it may reach unsafe destinations, has
been a standard technique for decades [3, 17]. It is widely
used in tools for Android apps [4, 8, 22, 23], JavaScript ap-
plications [5, 18], and cloud security platforms [19], where
all modules within an app follow a uniform implementation
style and structure. However, LLM-Powered Apps (LPAs)
are rapidly growing in popularity, using APIs from services
such as Google Gemini, OpenAl GPT, and Meta LLaMA.
These apps introduce new security challenges not covered
by existing taint analysis tools. When LPAs built for single-
user devices are deployed on shared cloud servers, multiple
users share resources such as retrieval-augmented genera-
tion (RAG), APIs, and databases, creating risks of data leaks
across user sessions.

Existing static taint analyses either use symbolic execution
to filter input [16, 21] or apply propagation rules on dataflow
graphs [1, 4]. The former often requires SMT solvers that
struggle with complex constraints, and the latter is expensive
with worst-case time complexity of O(E x D3) [20]. Both
approaches require manual marking of sources and sinks,
which does not scale to real-world applications with multiple
users and different permission levels. LPAs are a representa-
tive and increasingly common example of such applications.
On the other hand, dynamic taint analysis imposes high run-
time overhead, often causing 30-50x slowdown [6]. Even
state-of-the-art tools such as 1ibdf't still introduce up to 6X
slowdown [12], largely because they require instrumenting
source or binary code for each application.

In this paper, we propose Access Flow Guard (AFG), a
framework for detecting cross-user data leaks in multi-user
LPA deployments. AFG’s core contribution is the Multi-User,
Multi-Permission (MUMP) setup, which automatically iden-
tifies taint sources from a dataset of user input function pat-
terns derived from popular open-source LPAs [9, 10]. MUMP
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tags each identified input with the user’s identity and permis-
sion level, eliminating manual annotation. AFG then applies
Scoped Taint Pointer Analysis (STPA), which builds on ex-
isting pointer-based taint analysis techniques [11, 14]. STPA
propagates user-tagged objects through a Pointer Assign-
ment Graph (PAG) and detects data scope overlaps between
users. In summary, our contributions are as follows:

e We propose MUMP, an automated taint source iden-
tification approach that matches function signatures
against a pre-built dataset recording file paths, param-
eter types, and return types of user input functions
from popular open-source LPAs.

e We apply MUMP with STPA, which builds on existing
pointer-based taint analysis [11, 14] to propagate user-
tagged objects through a PAG and detect cross-user
data scope overlaps. We demonstrate the approach on
a real-world LPA example.

e We discuss open research challenges, including treat-
ing LLM components as black boxes during taint prop-
agation, handling concurrency in multi-threaded and
event-driven architectures, and refining static results
through dynamic analysis.

e The prototype of STPA is publicly available [2].

2 Background and Motivation

Existing Taint Analyses. Existing taint analyses focus
on tracking control and data flow [17, 21]. However, real-
world security vulnerabilities in software often arise from
a combination of several factors, including misuses of sink
functions, misconfigurations in access control policies, com-
plex app architecture, and app’s runtime environment [9].
Existing taint analyses overlook these factors, leaving a sig-
nificant gap when applied to LPAs that operate in multi-user
shared environments.

Our study of popular open-source LPAs on GitHub [9, 10]
shows that they primarily use TypeScript, JavaScript, Python,
Go, and Rust. Most of these projects currently employ an
event-driven architecture without threading, presenting min-
imal security risks in their current form. However, as these
projects grow to include multi-threading and event-driven
designs, or evolve into more complex architectures (e.g. mi-
croservices), they face increased safety and security chal-
lenges. This risk becomes significant in apps that use LLM
APIs, since not all APIs are designed to be thread-safe, which
can cause data corruption, inconsistent data states, or system
crashes that could be exploited. Moreover, most LPAs are
built for single-user use on personal devices such as smart-
phones and personal computers, with a relatively simple
runtime environment. Installing and deploying these apps
in cloud environments such as Google Cloud or AWS, where
resources are shared among multiple users, introduces se-
curity challenges that are difficult to test and debug due to
the non-determinism of multi-threaded and event-driven
systems.
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Table 1. Comparison of taint analysis approaches for multi-
user LPA environments. v/ = supported, X = not supported,
P = partially supported.
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Table 1 compares existing taint analysis tools across six
features relevant to multi-user applications. FlowDroid [4],
Clang Static Analyzer [1], and libdft [12] all require an ana-
lyst to manually specify sources and sinks before the analysis
can begin. None of them can distinguish between different
users’ data or model the access control policies that gov-
ern which users may access which resources. P/Taint [11]
advances beyond these tools by using pointer analysis to
propagate taint instead of relying solely on dataflow graphs.
However, it still requires manual source and sink configu-
ration and does not support multi-user or access control
reasoning. On the dynamic side, libdft instruments source or
binary code at runtime, imposing overhead that limits practi-
cal adoption. No existing tool can analyze LLM components
whose internals are unavailable for inspection.

Motivating Example. To demonstrate these risks, con-
sider a real-world example from our study. Two users, A
and B, each with admin access, install the same LPA on a
Linux cloud server. This app, designed for a single user on
a local machine, uses LLM APIs and interacts with Google
Calendar to manage events. It uses Redis for caching to im-
prove performance. Because it is a single-user app, it starts
Redis as a system service via systemd on Linux, caching data
without user distinction. The app automatically saves snap-
shots to the dump.rdb file located at the default directory
/var/lib/redis/. Users A and B are unaware of this setup
and rely on the app for personal use. When User A queries
the app, the LLM response containing User A’s private cal-
endar events is cached in Redis. Later, when User B asks the
same question, the app returns User A’s cached response
instead of generating a fresh one for User B. This is a direct
data leak of User A’s private information to User B, caused by
the combination of a single-user caching design, the lack of
user-level access control in the cache, and the shared runtime
environment on the cloud server. Figure 1 illustrates how
AFG processes this scenario. In Stage 1, MUMP tags User
A’s and User B’s inputs with their respective identities and
produces user-tagged taint sources. In Stage 2, STPA builds
a PAG from the application code, propagates the tagged ob-
jects through constraints, and detects that both users’ data
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Figure 1. AFG framework pipeline applied to the motivating
example. Stage 1 (MUMP) tags user inputs. Stage 2 (STPA)
detects data scope overlaps. Stages 3 and 4 are future work.

scopes overlap at the Redis cache pointer. The output is a
data leak warning identifying the shared cache as suspicious.
Stages 3 and 4, shown as future work, would refine this re-
sult through runtime analysis and schedule-driven testing
to confirm whether the leak is triggered under a concrete
execution order.

This example shows how leaks in LPAs do not come from
a single source flowing to a single sink in the traditional
taint analysis sense. Instead, they arise from the interaction
between the app’s architecture, its access control assump-
tions, and the runtime environment. Existing taint analysis
tools cannot detect this type of leak because they do not
model per-user data scopes or access control policies. In a
multi-user setting where each user has different permission
levels and authentication methods such as tokens, OAuth,
or multi-factor authentication, a new approach is needed
that can automatically identify taint sources based on user
identity, account for these policies during analysis, and rea-
son about concurrent execution where non-deterministic
thread and event scheduling can expose data from one user’s
session to another.

How AFG Addresses These Gaps. AFG addresses all six
limitations in Table 1 through MUMP and STPA, described
in detail in Section 3. For LLM black-box components, AFG
treats all outputs of an LLM API call as tainted by its inputs.
We plan to refine this strategy in future work.
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Algorithm 1: AFG: MUMP Setup and STPA
Input: P < program, U < user set, C < user input
config
Output: S « set of suspicious overlaps
// Stage 1: MUMP Setup
for each useru € U do
for each input object o associated with u in C do
6 «— {o,u) // tag with user identity
taint(0) <« true
end

end

// Stage 2: Scoped Taint Pointer Analysis

Build PAG from program P

Initialize pt(p) with origin-tagged objects for all
pointers p

repeat

for each constraint ¢ in PAG do
Update pt sets according to constraint type

(Table 2)
Propagate taint: if source node is tainted,
mark destination as tainted
end
until fixed point (no changes in pt or taint sets)
S « DETECTOVERLAP(U, pt)
return S

DETECTOVERLAP(U, pt):

Input: U < user set, pt < points-to sets

Output: S « set of suspicious pointers

S0

for each pointer p in PAG do

for each pair of distinct users A,B € U do
Tu(p) — {6 € pt(p) | 6 = (0,A)}
Tg(p) < {0 € pt(p) | 6 =0, B)}
if TA(p) #0A TB(p) # ( then

‘ S — Su{p}
end
end
end
return S

3 Access Flow Guard (AFG)

AFG consists of four stages in total. This paper presents the
first two: Automatic Input Tainting and STPA. We discuss the
remaining stages, dynamic refinement and schedule-driven
testing, in Section 6.

In the first stage, AFG introduces a Multi-User, Multi-
Permission (MUMP) setup that eliminates the need for man-
ual source and sink marking. MUMP automatically identifies
user input functions by matching their signatures against a
pre-built dataset. The dataset is predefined from our study of
open-source Rust LPAs [9, 10], analogous to the predefined
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source and sink lists that ship with FlowDroid [4]. It records
every function that receives user input, along with its file
path, parameter types, and return types. Given a new LPA,
MUMP matches these signatures against the target’s source
code, identifies Rust’s Mid-level Intermediate Representation
(MIR) callsites of input functions, and attaches user origin
tags, avoiding manual per-target annotation. Each user in
the MUMP configuration is defined by an identity u € U and
a permission level. The permission level specifies what re-
sources the user is allowed to access, such as read-only, read-
write, or admin. Every object allocated through a matched
input function is tagged with the corresponding user iden-
tity as its origin. Two users with different permission levels
accessing the same resource produce two separately tagged
object sets. This separation enables STPA to detect overlaps
between users’ data scopes. This idea of analyzing multiple
execution contexts is inspired by Multi-Context Analysis
from Context-Oriented Programming [7].

The second stage uses STPA, which builds on two existing
techniques: the origin concept for unifying threads and event
handlers [14], and the P/Taint insight that unifies points-to
and information-flow analysis [11]. Origin unifies threads
and event handlers through two parts: an entry point that
marks the start of a thread or event handler, and a set of at-
tributes that capture pointers to memory objects used in that
context. STPA extends this by tagging abstract objects that
represent user input with a unique identifier as their origin.
Formally, each abstract object in the analysis is represented
as a pair 0 = (o, u), where o is the allocation site and u € U
is the user identity from the MUMP setup. For each pointer
variable p, STPA computes a points-to set pt(p) C O, where
O is the set of all origin-tagged objects. It then propagates
these tagged objects through a PAG using constraint-based
fixed-point solving.

The PAG encodes program statements as constraints over
pointer variables. Table 2 lists the five constraint types that
STPA derives from program instructions, along with their
points-to update rules and taint propagation effects. These
constraints are solved iteratively until a fixed point is reached.
During solving, taint propagates alongside points-to infor-
mation: if a source node is tainted, the destination node in
the same constraint becomes tainted. As noted in Section 1,
building a PAG avoids the complexity of a cross-function
dataflow graph, which has worst-case time complexity of
O(E x D®) [20]. Because STPA builds on this unification of
points-to and information-flow analysis, both points-to and
taint information can be computed together in a single pass,
differing only in their initial settings.

After STPA reaches a fixed point, AFG detects data scope
overlaps between users. Let T, = {6 € pt(p) | 6 = (o, u)} de-
note the set of origin-tagged objects belonging to user u that
are reachable from pointer p. A suspicious overlap is flagged
when there exists a pointer p such that T4 (p) # OATg(p) # 0
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Table 2. PAG constraint types with their points-to update
and taint propagation rules. Here o denotes an allocation
site and 6 = (o, u) denotes an origin-tagged object, where u
is the user identity from the MUMP setup.

Type Statement Points-to Taint
AddrOf | p =&o 6 € pt(p) source(6) = taint(p)
Assign | p=gq pt(q) € pt(p) taint(q) = taint(p)
Store *p =q Vé € pt(p) : taint(q) =

pt(q) € pt(6) taint(6)
Load P =xq Vo € pt(q) : taint(6) =

pt(0) C pt(p) taint(p)

Offset | p =&q->f field-sensitive propagate

for distinct users A and B, meaning that both users’ data is
reachable from the same reference. The analysis also handles
inter-thread communication by modeling channel operations
such as send and receive in Rust’s message-passing primi-
tives, ensuring that data flowing between threads through
channels is properly tracked.

To illustrate how AFG works, consider the Rust code in
Figure 2, which reproduces the scenario from our motivating
example. Two threads simulate queries from User A and User
B, each with its own Redis client (client1 on port 6379 and
client2 on port 6380). Both threads call spawn_user_query,
which obtains a Redis connection via get_connection().
In the MUMP setup, AFG automatically tags User A’s input
objects (the query string and username) with origin A, and
User B’s input objects with origin B. STPA then constructs
the PAG for this program. Each user’s input variables (such as
question and user) are represented as abstract heap objects
distinguished by their origins: {03, A) for User A and (03, B)
for User B. The Redis client objects (client1 and client?2),
labeled o1 and 02 in the code, are also tagged with their
respective user origins because they are allocated in user-
specific contexts. At this point, the data scope accessed by
each user appears separate, with no overlap.

However, when both threads call get_connection(), the
returned connection objects (05) point to the same underly-
ing Redis server. The cached_answer retrieved by a con. get
call and the answer stored by a con. set call share the same
Redis key space. STPA detects that the points-to sets of these
objects overlap across the two user contexts, meaning User
B’s con.get operation can return data that was stored by
User A’s con.set operation. AFG flags this overlap as sus-
picious and reports it as a potential data leak where User
A’s private calendar information could be exposed to User B
through the shared cache.

4 Expected Benefits

Because MUMP derives taint sources from user identity
rather than per-target based source-sink configuration, AFG
generalizes across LPAs without requiring a separate source
and sink configuration for each target application. This makes
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use redis::{Commands, Client};
use std::sync::Arc;
3| use std::thread;

o

s fn main() {

6 let clientl = Arc::new(
Client::open("redis://127.0.0.1:6379/")

8 .unwrap()); // ol

9 let client2 = Arc::new(

10 Client::open("redis://127.0.0.1:6380/")
11 .unwrap()); // o2

12 let h1 = spawn_user_query(

13 clientl, "What is my first event today?",

14 "UserA");

15 let h2 = spawn_user_query(

16 client2, "What is my first event today?",
17 "UserB");

18 h1.join().unwrap();
19 h2.join().unwrap();
20(}

22| fn spawn_user_query(

23 client: Arc<Client>, question: &str,

24 user: &str

25| ) => thread: :JoinHandle<()> {

26 let question = question.to_string(); // o3
27 let user = user.to_string(); // o4

28 thread: : spawn(move || {

29 let mut con =

30 client.get_connection().unwrap(); // o5
31 let key = format!("query:{}", question);
32 let cached_answer: Option<String> =

33 con.get(&key) .unwrap_or(None) ;

34 if let Some(answer) = cached_answer {

35 println! ("{} got: {}", user, answer);
36 } else {

37 let answer =

38 call_llm_api(&question); // o6

39 println!("{} got: {}", user, answer);
40 let _: () =

41 con.set(&key, answer).unwrap();

42 }

13 3]

4| }

| fn call_llm_api(question: &str) -> String {
47 format! ("Your first event today is ...")

4| }

Figure 2. A simplified LPA where two users share a Redis
cache. User A’s LLM response is cached via con.set. User B
may retrieve it via con. get, causing a data leak.

the analysis practical for the growing ecosystem of open-
source LPAs, where hundreds of projects use different frame-
works, APIs, and caching strategies. Adding a new user to the
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analysis requires only a new entry in the user configuration,
not a new set of taint rules.

The unified computation of points-to and taint informa-
tion over the PAG also makes the analysis suitable for inte-
gration into development workflows where fast feedback is
important. Incremental code changes require re-solving only
the affected constraints in the PAG rather than rerunning
the entire analysis.

We first tried LLVM IR, but Rust-specific handling such
as demangling, struct-type recovery through bitcasts, and
trait-object resolution required significant additional work-
load, so we pivoted to Rust MIR. MIR keeps Rust-level type
names, function paths, and trait-dispatch information, so afg
can match SDK call signatures and follow dynamic dispatch
directly. Although the analyzer is Rust-specific, the MUMP
dataset and STPA algorithm can generalize to other lan-
guages, with signature catalogues for JavaScript, TypeScript,
and additional non-Rust languages included as scaffolding
for future per-language analyzers.

AFG does not replace existing security measures such as
authentication, encryption, or access control lists. Instead,
it complements them by identifying architectural flaws and
data flow paths that those measures do not cover. As shown
in the running example, even when an LPA correctly authen-
ticates its users, a shared cache without user-level namespac-
ing still leaks data across sessions. AFG detects these struc-
tural vulnerabilities that arise from the combination of single-
user application design, shared multi-user deployment, and
the absence of per-user data isolation in the caching layer.

Limitations. AFG has known blind spots. Signature match-
ing is exact on demangled Rust paths, so generics or trait-
object indirection can mask matches when the catalogue
is not extended accordingly. The MIR-level analyzer does
not model unsafe blocks or FFI boundaries, where taint
can escape through raw pointers. The post-pass is context-
insensitive because the points-to dump it consumes carries
no context annotations.

5 Preliminary Evaluation

We implemented AFG’s Scoped Taint Pointer Analysis (STPA)
as afg, a Rust post-pass over a MIR-level pointer analysis.
The prototype was implemented based on RUPTA [13]. afg
reads RUPTA’s points-to dump together with a user configu-
ration listing each user’s MIR origins (hand-written for our
example; automated population from the MUMP dataset is
future work), seeds origin tags on the listed locals, propa-
gates tags through the points-to relation to a fixed point, and
reports abstract objects reached by two or more users.

Setup. We ran afg on a simplified variant of Figure 2 that
replaces the Redis client with an in-memory Arc<Mutex<
HashMap<String, String>>> carrying the same shared-
cache semantics. Each user’s configuration lists three MIR
locals in demo: :main: the cloned Arc, the question string,
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Table 3. AFG preliminary evaluation on the example.

Metric Value
#Reachable functions (CS / CI) | 354/ 208
#Call-graph edges (CS / CI) 489 /353
#Pointers 1,239
#Points-to relations 1,328
RUPTA analysis time 149 ms
#afg fixed-point iterations 4
afg post-pass time 810 ps
End-to-end runtime ~150 ms

and the user-identifier literal. Experiments ran on an Apple
M-series laptop.

Results. Table 3 reports the end-to-end sizes and timings.
The cross-user leak ground truth for this example is the set
of three abstract objects reached by both users through the
shared cache: the Arc<Mutex<HashMap<String, String»>
allocation itself (an alloc::sync::ArcInner via alloc::
boxed: : {impl#0}: : new); the HashMap’s bucket storage (

hashbrown: :raw: :alloc: :inner::do_alloc); and the cached

answer String(alloc::str::{impl#4}: :to_owned). Count-
ing a flagged node as a true positive if it is in the ground truth
and a false positive otherwise, afg reports 3 true positives
and 0 false positives: it flags exactly these three objects, each
tagged as reached from both UserA’s and UserB’s seeds.

6 Future Plan

The STPA analysis described in this paper over-approximates
because it does not account for runtime access control poli-
cies that may prevent certain data flows. To address this,
we plan to refine the static PAG results through dynamic
analysis built on MadSim [15], a deterministic simulator
for distributed systems in Rust. We will insert lightweight
macros at sensitive sinks identified by STPA instead of instru-
menting the entire application. A monitoring macro placed
at functions such as Redis get and set will capture the cur-
rent stack trace and log memory accesses during execution.
By running the application under the MUMP setup with
multiple simulated users, we can observe the actual memory
and function scopes accessed by each user under the appli-
cation’s access control policies. Comparing these runtime
scopes with the static PAG allows us to remove edges that
correspond to infeasible data flows, reducing false positives
in the overlap detection. A path that looks unused in one run
may be used in another. The dynamic refinement stage there-
fore down-weights edges instead of deleting them, and AFG
still reports them as possible leaks. The schedule-driven test-
ing stage then replays these edges under controlled thread
and event schedules, catching leaks that only appear under
rare orderings.

A separate challenge is handling LLM API calls during
taint propagation. Since the internal behavior of LLM com-
ponents is not available for static analysis, these calls act
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as black boxes in the PAG. Our current approach conser-
vatively treats the output of an LLM API call as tainted by
all of its inputs, which is sound but may introduce false
positives. In future work, we plan to investigate API-level
specifications from LLM service providers, such as input
and output schemas. These specifications could be used to
build summary models that approximate the taint behavior
of black-box components. This would allow STPA to reason
about LLM calls with greater precision without requiring
access to model internals.

We also plan to extend AFG with schedule-driven testing
to confirm the data leaks identified by the static and dynamic
stages. Using the refined PAG and the runtime scope infor-
mation, we will generate specific thread and event schedules
that exercise the suspicious overlapping data accesses. Run-
ning the application under these controlled schedules in
MadSim will determine whether a leak is actually triggered
under a concrete execution order, providing developers with
reproducible test cases rather than abstract warnings.

For evaluation, we plan to apply AFG to 10-12 popular
open-source LPAs drawn from our previous work [9, 10],
including projects that use LLM APIs for chat, code comple-
tion, and document retrieval. Ground truth combines manual
audit of shared-state sink points with synthetic leak injec-
tion, where a known cross-user flow is inserted and AFG
is checked for a matching report. The taint configuration
files (MUMP dataset) in our repository already define source
and sink specifications for several of these projects. We will
measure the number of suspicious overlaps detected, the
false positive rate after dynamic refinement, and the anal-
ysis time. We will also compare AFG with existing taint
analysis tools for Rust. This comparison will assess whether
user-tagged pointer analysis detects vulnerabilities that tra-
ditional source-sink approaches miss.

7 Conclusion

This paper presented AFG, with MUMP and STPA as its core
contributions. MUMP automatically identifies taint sources
by matching function signatures, removing the need for
manual annotation. STPA detects cross-user data access by
leveraging MUMP’s tainted sources. Challenges remain in re-
ducing static over-approximation, modeling LLM black-box
components, and confirming suspected leaks through con-
trolled scheduling. Addressing these will determine whether
automated user-scoped taint analysis can become a practical
security tool for multi-user LLM-integrated software.
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